ATTACHMENT A - Risk Management Process


Instructions on how to undertake risk management activities are detailed below. 
	Process Step
	Purpose & Process
	Tools

	1. Communication and consultation – involves stakeholders (internal and external) and information sharing throughout the risk management process, at all levels across the University.

 
	The objective of this step is to ensure that all relevant stakeholders are adequately engaged in the risk management process, therefore not limiting the opinions, insights and expertise to achieve the best outcome. Other advantages of communicating and consulting include:
· bringing different areas of expertise together for each step of the risk management process;
· ensuring different views are considered and limit any bias perceptions;
· providing sufficient information to facilitate risk oversight and decision making;
· building a sense of inclusiveness and ownership among those affected by risk;
· those involved better understanding the basis for decisions and actions required; and
· any lessons learnt being shared and transferred to those who can benefit from them.
Consider consulting with, but not limited to, the following at any stage of the risk management process:
· subject matter experts;    
· decision makers (executive and managers);
· operational staff;
· end-users;
· people who do the job;
· project manager/project sponsor; and
· event coordinator.         
	· Internal training sessions
· Risk assessment workshops
· Steering Committees

	2. Scope, Context, Criteria – defining the scope of the process and understanding the external and internal context.
	The risks being identified should relate to the activity being undertaken e.g. business operations, a project, a procurement or an event. Developing a Risk Context Statement will assist in defining the activity and understanding the risk.
Defining the scope
As the risk management process may be applied at different levels (strategic, operational, project etc.), it is important to be clear about the scope under consideration, the relevant objectives to be considered and their alignment with organisational objectives.
When planning the approach, considerations include:
· objectives and decisions that need to be made;
· outcomes expected from the steps to be taken in the process;
· time, location, budget and resources;
· specific inclusions and exclusions;
· appropriate risk assessment tools and techniques;
· resources required, responsibilities and records to be kept; and
· interdependencies/relationships with other projects, processes and activities.
External and internal context:
The external and internal context is the environment in which the University seeks to define its objectives.  The context of the risk assessment process should be established from understanding the external and internal environment in which the University operates and activity(s) is being performed.
· external factors (including social and cultural, political, legal, regulatory, financial, technological, economic, natural and competitive environment); and
· internal factors (including governance, organisational structure, policies, strategies, available resources, information systems, decision making processes).
Defining risk criteria
Define the risk criteria to ensure risks are assessed in a consistent manner (i.e. nature and types, timeframes, level of risk, stakeholder reviews and perceptions). The University defines risk criteria using the Risk Matrix.
What information is available?
Gather any relevant documents that may assist in identifying risks relevant to the activity you are assessing, these may include:
· strategic, operational and project plans;
· policies and procedures;
· annual reports;
· audit reports and recommendations;
· University website/intranet portal;
· outputs from business and project planning processes, such as SWOT and PESTLE analyses; and
· historical data or information (e.g. staff surveys).
	· Risk Context Statement

	3, Risk assessment – this is the overall process for identifying, analysing and evaluating risks.
The purpose of the risk assessment is to provide information and analysis to support decisions on how to treat particular risks and how to choose between options where there is uncertainty.
Risk assessments for the operational and strategic levels should be conducted as part of the University’s business planning cycle.  Further information is provided in the Risk assessment – business planning cycle section.


 


	Process Step
	Purpose & Process
	Tools

	a. Identify the risks
“Finding, recognising and describing risks.”
A risk has not occurred and may not happen.
An issue is a risk that has occurred or ‘been realised’.
	The objective of this step is to identify and document all significant risks that could potentially have an impact on the University’s strategies and operational activities.
To undertake this process, consider the use of focus groups (using brainstorming approaches, SWOT/PESTLE analysis techniques, project categories or broad business categories), workshops and interviews, and conduct research activities internally and across the industry.
To identify relevant risks follow the below process:
1. A description of the risk is the event
· what can happen? Consider appropriate language e.g.
     Failure to…                        Breach of…
     Damage to…                      Loss of…
     Inadequate…                    Insufficient…
     Inability to…                      Lack of…
     Exceeding (authority, delegations, contract price etc.)…
2. The source/cause
· what is the source, driver and contributors
· what causes the risk - how can it happen?
 e.g. the source of the risks Damage to a building could be:
Natural disasters (e.g. earthquake)
Flood
Fire
e.g. the source of the risks Breach of legislation could be:
· Lack of training and understanding by staff.
· Time and resourcing constraints.
· Poor control environment.
· Deficient policies and procedures to support legislation.
· Lack of monitoring and reporting.
3. The impact/outcome
· is the consequence of the event/activity
· if what can happen does happen?
The inclusion of the consequence summary in the risk description supports the consequence rating chosen when analysing the risk (refer to 2. Step 1 below).  It also allows a view to be informed as to what is being managed.
The consequence should be described in its most usual form and not the extreme form. 
e.g. the consequence of A paper cut is:
· usual form:  cut not requiring first aid treatment
· extreme form: cut resulting in an infection, blood poisoning and death.
Note: if the risk described has no consequence or it can’t ever happen then what you have described is not a risk.
Assign a Risk Owner as it is important to assign accountability to ensure ongoing management of the risk.
e.g. Project Manager, Vice-President Finance and Infrastructure or Exectuive Dean, Faculty of Business, Government and Law.
	· Risk Register
· Risk assessment workshops

	b. Analyse the risks – comprehending the nature of the risk and determining the level of risk exposure (consequence and the likelihood of that consequence).
 
	The objective of this step is to sort the major risks from the minor ones and determine where resource effort should be focussed.
A risk control is what is currently being done to manage the risk.  Controls include any process, policy, device or practice or other actions, which modify risk.  Controls may not always operate as intended and may potentially result in additional risks arising.
In order to analyse risks it is necessary need to determine:
1. what risk controls are currently in place – the first step in analysing or rating risks is to consider what is currently being done to manage the risk (i.e. current risk controls) e.g.
· policies and procedures
· delegate approval, monitoring and review
· regular training and development.
2. the Current risk rating assesses the risk as it is now, taking into account our current controls.
Using the Risk Matrix, determine the following:
· Step 1 - Consequence – what is the consequence level of the risk occurring in its most usual form?
Consider the consequence in terms of the categories on the Risk Matrix (i.e. reputation, financial, teaching and learning, legal and compliance etc.)
·  
· Step 2 - Likelihood – determined by the likelihood of the consequence of the risk occurring.
e.g. where the risk may occur every 3- 5 years it would be ‘C – Possible’.
· Step 3 – rate the risk using the UC Risk Matrix
  Consequence x Likelihood = Risk Rating
4-Major x C-Possible = High
	· Risk Register
· Risk Matrix

	c. Evaluate the risks – comparing the results of the risk analysis with the risk criteria to determine whether the risk is acceptable or tolerable.
	This part of the process is required:
· to determine whether the controlled risk is acceptable or whether further action to manage the risk needs to be taken; and
· to identify the priority order in which individual risks should be treated.
Use the Control Effectiveness Rating (CER) to consider whether what is being currently done to manage the risk is sufficient or should more be done?
These can be evaluated as (refer to the UC Risk Matrix for definitions):
· Inadequate
· Room for Improvement; or
· Adequate.
To identify the priority order in which individual risks should be treated, monitored and reviewed, sort risks based on the level of risk it carries, the consequence of the risk and whether there is more that can be done to manage the risk.
	· Risk Register
· Risk Matrix

	4.Treat the risks selecting one or more options for modifying the risk. Reassessing the level of risks with controls and treatments in place (residual risk), preparing treatment plans and implementing them.
	The objective of this step is to identify treatments for risks that fall outside the University’s risk tolerance.
If the CER is rated as ‘Inadequate’ or ‘Room for Improvement’ it is necessary to determine what else could be done to manage the risk.
1. Actions to be taken, or additional controls, can be implemented to:
· avoid the risk by ceasing the operation (often not a viable option).
· reduce the risk for example, through:
· implementing policies, procedures, segregation of duties;
· implementing plans or planning processes (e.g. communication plans, business continuity plans);
· conducting formal reviews or audits; or
· inspection and monitoring of processes, activities and events.
· share the risk for example, through:
· taking out insurance policies; or
· contracting/outsourcing arrangements.
2. Assign a Risk Treatment Owner who will be responsible for implementing any additional actions to be taken.
3. The Residual risk rating is then determined.  This is what the risk level will be after additional treatment actions have been implemented.  The Residual risk rating can be assessed using the UC Risk Matrix and the same calculation process as the Current risk rating:
Consequence x Likelihood = Risk Rating
              3-Moderate x C-Possible = Medium
4. Using the Control Effectiveness Rating (CER) consider whether what is intended to be done to manage the risk will be sufficient or is there more that could be done?
5. Risk Treatment Action Plans – must be developed for all risks currently rated as Extreme or High.  These action plans include:
· tasks to be undertaken to manage risk;
· due dates or milestones for when actions should be completed; and
· the Treatment Owner who is responsible for implementing the treatment action.
Note: when identifying new controls it is important to consider whether any changes create new risks, additional resource effort required to implement and manage the new control.
	· Risk Treatment Action Plan
Note: these are required for all Extreme and High rated current risks.

	5. Monitoring and review – determining whether the risk profile has changed and whether new risks have emerged. Checking control effectiveness and progress of the treatment plans.
	Risk registers should be reviewed every six months, at key project/event milestones or more frequently when there is a major environmental change e.g. implementation of a new policy.
The monitoring and review process should encompass all aspects of the risk management process for the purposes of:
· providing currency of risk information;
· identifying emerging risks;
· detecting changes in the external and internal context, including changes to risk criteria and the risk itself, which can require revision of risk treatments and priorities;
· ensuring all controls are effective and efficient in both design and operation;
· providing feedback on control efficiency and effectiveness;
· identifying whether any further treatment is required;
· providing a basis to reassess risk priorities; and
· capturing lessons learned from events (including near-misses), changes, trends, successes and failures.
For further details on timelines for reviews of risk registers refer to the Approval, maintenance and review section of this Plan.
	· Reporting
· Risk Register
· Risk Matrix
· Risk Treatment Action Plan

	6. Recording and Reporting -  outcomes should be documented and reported through appropriate mechanisms.
	Recording and reporting aims to:
· communicate risk management activities and outcomes across the University;
· provide information for decision-making;
· improve risk management activities; and
· assist interaction with stakeholders, including those with responsibility and accountability for risk management activities.
The University uses the Risk Summary Reports to report on risks with an Extreme and/or High current risk rating to the ARMC.
	· Risk Summary Reports



