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Foreign Arrangements and Foreign 
Interference Procedure 

Section 1 – Purpose 
(1) This Procedure outlines how to identify and manage potential threats of foreign 

interference. 

Section 2 – Scope 
(2) This Procedure has the same scope as Foreign Arrangements and Foreign Interference 

Policy. 

Section 3 – Policy 
(3) This Procedure supports the Foreign Arrangements and Foreign Interference Policy. 

Section 4 – Procedure 

Reporting known or suspected Foreign Interference 
(4) Members of the University community are encouraged to report any instance of known or 

suspected Foreign interference to an Authorised Officer as defined by, and in accordance 
with, the University’s Whistleblowing (and Public Interest Disclosure) Policy. 

(5) Alternatively, reports of Foreign Interference may be made directly to the National Security 
Hotline (NSH) via one of several ways: 

a. Call – 1800 123 400 – From outside Australia: (+61) 1300 123 401 – For TTY users 
(hearing impaired users): 1800 234 889 (if an interpreter is required, call the 
Translating and Interpreting Service on 131 450 and ask them to call the National 
Security Hotline). 

b. SMS – Send information via text message to 0429 771 822. 

c. Email – Send information via email to: hotline@nationalsecurity.gov.au. 

d. Post – Post information to: National Security Hotline Department of Home Affairs 
PO Box 25 Belconnen ACT 2616. 

(6) Where a University Staff member identifies a risk of Foreign Interference in relation to a 
Student, Affiliate or Staff member’s conduct, their supervisor must be notified. The 
Supervisor is responsible for escalating the matter to the University’s Chief Security Officer. 

mailto:hotline@nationalsecurity.gov.au
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Risk assessment 
(7) The Chief Security Officer will assess the risk and consider what further action is required, 

including but not limited to: 

a. conducting further due diligence checks of the activity, partner, Student, Affiliate or 
Staff member. 

b. determining if further contractual protections are necessary before entering into 
the proposed Foreign Arrangement. 

c. seeking any internal or external advice (as is considered appropriate). 

d. recommending that engagement in the proposed Foreign Arrangement be 
reconsidered or reported to the Department of Foreign Affairs and Trade (DFAT). 

e. requiring any other action to be undertaken proportionate to the risk including, 
where suspicion that foreign interference has occurred, by recommending that: 

f. actions of a Foreign Entity, Foreign Government or Foreign National be reported 
through the University’s relevant internal reporting channels to review. 

g. the University does not proceed with the proposed Foreign Arrangement. 

h. the Foreign Arrangement be reported to DFAT. 

(8) The assessment of risk could include:  

a. a review of the research/partnership scope against the Defence and Strategic Goods 
List 2021; 

b. a review of the research/partnership scope against areas of Critical Infrastructure as 
defined under the Crit; 

c. a review of collaborative history between the University and the proposed Foreign 
National, Foreign Government or Foreign Entity partner; 

d. an investigation into the Foreign National, Foreign Government or Foreign Entity 
history, including but not limited to: research topics, collaboration in restricted 
research (such dual use technologies and the Defence and Strategic Goods List 
2021) or the inclusion of an individual or entity identified within the DFAT 
Consolidated List; 

e. valuation against the Academic Freedoms Index and Institutional Autonomy. 

The University’s reporting obligations 
(9) The University has internal processes for the notification of Foreign Arrangements by Staff, 

Affiliates and Students, to ensure compliance within its statutory reporting obligations 
under the Foreign Influence Transparency Scheme Act 2018 (Cth), Australia's Foreign 
Relations (State and Territory Arrangements) Act 2020 (Cth), National Security Legislation 
Amendment (Espionage and Foreign interference) Act 2018 (Cth), Security of Critical 
Infrastructure Act 2018 (Cth) Autonomous Sanctions Act 2011 (Cth) and the Defence Trade 
Controls Act 2012 (Cth). The process is set out below. 

(10) The Department of Foreign Affairs and Trade (DFAT) Foreign Interference Taskforce has 
developed the Foreign Arrangements Scheme Online Portal. The Portal can be accessed on 

https://www.defence.gov.au/business-industry/exporting/export-controls-framework/defence-strategic-goods-list
https://www.defence.gov.au/business-industry/exporting/export-controls-framework/defence-strategic-goods-list
https://www.defence.gov.au/business-industry/exporting/export-controls-framework/defence-strategic-goods-list
https://www.defence.gov.au/business-industry/exporting/export-controls-framework/defence-strategic-goods-list
https://www.dfat.gov.au/international-relations/security/sanctions/consolidated-list#:%7E:text=The%20Consolidated%20List%20is%20a%20list%20of%20all,persons%20may%20also%20be%20subject%20to%20travel%20bans.
https://www.dfat.gov.au/international-relations/security/sanctions/consolidated-list#:%7E:text=The%20Consolidated%20List%20is%20a%20list%20of%20all,persons%20may%20also%20be%20subject%20to%20travel%20bans.
https://www.legislation.gov.au/C2018A00063/latest/text
https://www.legislation.gov.au/C2020A00116/asmade/text
https://www.legislation.gov.au/C2020A00116/asmade/text
https://www.legislation.gov.au/C2011A00038/latest/text
https://www.legislation.gov.au/C2012A00153/latest/text
https://www.legislation.gov.au/C2012A00153/latest/text
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the Foreign Arrangements Scheme website. The University’s officer for entering 
arrangements on the portal is the Risk, Compliance and Assurance Manager. 

(11) The internal process is set out below: 

ACTIVITY RESPONSIBILITY STEPS 

Agreement 
negotiations 

Member of staff 
requesting 
consideration of 
arrangement 

(1) Undertake due diligence checks of all parties 
to the arrangements. For guidance on 
determining the institutional autonomy of a 
foreign university refer DFAT guidance on 
institutional autonomy 

(2) Complete the Foreign Arrangements Checklist 
to determine if the agreement is notifiable.  If 
the agreement is notifiable or the autonomy 
of the organisations cannot be confirmed, 
seek approval from the Chief Security Officer 
to proceed with negotiations. 

(3) If approved to proceed submit Foreign 
Arrangements Checklist along with the draft 
agreement to the University’s Legal Office for 
review. 

(4) On return of the draft agreement from the 
University’s Legal Office, complete the 
Foreign Interference Notification Form and 
provide to the Risk, Compliance and 
Assurance Manager for submission. 

(5) On execution of the agreement, update the 
Foreign Interference Notification Form and 
provide the updated form along with a copy 
of the signed agreement to the Risk, 
Compliance and Assurance Manager for 
portal updating. 

DFAT 
notification – 
Potential 
arrangement 

Risk, Compliance 
and Assurance 
Manager 

(1) Register arrangement to Foreign 
Arrangements Scheme Online Portal and 
submit notification of prospective 
arrangement.  Upload a copy of the draft 
agreement to the portal for ministerial 
review. 

(2) Note DFAT notification number on Foreign 
Interference Notification Form. 

(3) Return draft agreement and corresponding 
documentation to responsible officer. 

https://www.foreignarrangements.gov.au/
https://www.foreignarrangements.gov.au/sites/default/files/2021-03/Guidance%20on%20Institutional%20Autonomy.pdf
https://www.foreignarrangements.gov.au/sites/default/files/2021-03/Guidance%20on%20Institutional%20Autonomy.pdf
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DFAT 
Notification – 
Signed 
agreement 

Risk, Compliance 
and Assurance 
Manager 

Following notification of potential notifiable 
arrangement, submit a new notification via the Foreign 
Arrangements Scheme Online Portal confirming the 
arrangement is now an existing arrangement, effective 
commencement and expiry dates of the arrangement 
and the signatory to the arrangement.  Upload a copy 
of the final agreement to the portal to confirm any 
alterations to the arrangement made during 
negotiations. 

Withdrawing 
Arrangements 

Risk, Compliance 
and Assurance 
Manager 

Should a prospective arrangement not proceed, where 
possible the notification should be withdrawn.  
Withdrawal of a notification is possible whilst the 
assessment status remains ‘Notification received’. 
Notifications should only be withdrawn on receipt of 
written instruction from the responsible delegate and 
where there is no potential for the arrangement to 
proceed at a later date. 

Section 5 – Responsibilities 
ROLE RESPONSIBILITIES 

Chief Information 
Officer 

Provision of the necessary IT infrastructure and support to enable the 
University, Staff, Affiliates and Students to meet all obligations under the 
relevant federal and state legislation, regulations and UC’s Charter of 
Conduct and Values. 

Chief Operating 
Officer 

Policy Custodian and Chief Security Officer 

Director, Legal & 
Policy 

Ensure legal advice is provided to the University on the matters 
contemplated in this Procedure. 

Director, 
Partnerships & 
Engagement 

Ensure educational partnerships and activity aligns with all aspects of this 
Procedure to support compliance with relevant federal and state legislation, 
regulations and UC’s Charter of Conduct and Values. 

Director, Research 
Services 

Ensure research partnerships and activity aligns with all aspects of this 
Procedure to support compliance with relevant federal and state legislation, 
regulations and UC’s Charter of Conduct and Values. 

Policy Custodians Ensure alignment between related policies to support compliance with the 
relevant federal and state legislation, regulations and UC’s Charter of 
Conduct and Values. 

Risk, Compliance 
and Assurance 
Manager 

Responsible for making notifications to DFAT as stated in this Procedure. 

Staff and Affiliates Adhere to all aspects of this Procedure to ensure identification, assessment 
and management of potential threats of Foreign Interference. 



 

Page 5 of 6 

ROLE RESPONSIBILITIES 

Students Adhere to all aspects of this Procedure to ensure identification, assessment 
and management of potential threats of Foreign Interference. 

Vice-Chancellor Responsible for the approval of the Foreign Arrangements and Foreign 
Interference Policy and has overall responsibility for it, and in ensuring the 
University complies with all legal and ethical obligations. 

Section 6 – Associated information 

Legislation, standards and codes 
• Defence Trade Controls Act 2012 (Cth) 
• Autonomous Sanctions Act 2011 (Cth) 
• Foreign Influence Transparency Scheme Act 2018 (Cth) 
• Australia’s Foreign Relations (State and Territory Arrangements) Act 2020 (Cth); 
• Security of Critical Infrastructure Act 2018 (Cth); 
• National Security Legislation Amendment (Espionage and Foreign Interference) Act 2018 

(Cth) 

University Documents 
• Academic Freedom and Freedom of Speech Policy. 
• Additional UC Employment Procedure 
• Charter of Conduct and Values 
• Charter of Conduct and Values. 
• Conflict of Interest Policy. 
• Foreign Arrangements and Foreign Interference Procedure. 
• Foreign Interference Notification Checklist. 
• Foreign Interference Notification Form. 
• Fraud and Corruption Control Plan. 
• Management of Research Data, Primary Materials and Information Policy and Procedure. 
• Outside or Additional Work Policy. 
• Research Conduct and Governance Policy. 
• Resilience Management Framework 
• Response and Recovery Framework 
• Whistleblowing (and Public Interest Disclosure) Policy. 

Websites and other resources 
• Guidelines to Counter Foreign Interference in the Australian University Sector 
• University Foreign Interference Taskforce 

Section 7 – Definitions 
(1) This Procedure has the same definitions as the Foreign Arrangements and Foreign 

Interference Policy.  

https://www.legislation.gov.au/C2012A00153/latest/text
https://www.legislation.gov.au/C2011A00038/latest/text
https://www.legislation.gov.au/C2018A00063/latest/text
https://www.legislation.gov.au/C2020A00116/asmade/text
https://www.legislation.gov.au/C2018A00029/latest/text
https://www.legislation.gov.au/C2018A00067/latest/text
https://www.legislation.gov.au/C2018A00067/latest/text
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/university-foreign-interference-taskforce
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Status and details 
Status Current 

Effective Date 10 September 2025 

Review Date 10 September 2030 

Approval Authority Vice-Chancellor 

Approval Date 4 September 2025 

Custodian Chief Operating Officer and Vice-President Operations 

Responsible Manager Deputy Director, Risk and Safety 

Enquiries Contact policy@canberra.edu.au 

 

mailto:policy@canberra.edu.au
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