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Security Policy 

Section 1 – Purpose 
(1) This Policy: 

a. establishes the framework for protective security at the University of Canberra (the 
University); 

b. ensures the safety of individuals, the protection of information and assets, and 
alignment with the Australian Government’s Protective Security Policy Framework 
(PSPF); 

c. supports the University’s commitment to maintaining a secure environment for its 
academic, research, administrative, and community functions; and 

d. allows UC to: 

i. participate in initiatives such as the Defence Industry Security Program 
(DISP); 

ii. meet the obligations in the Department of Education’s University Foreign 
Interference Taskforce (UFIT); and 

iii. meet the obligations under legislation such as the Information Privacy Act 
2014 (ACT), Security of Critical Infrastructure Act 2018 (Cth), and Cyber 
Security Act 2024 (Cth). 

Section 2 – Scope 
(2) This policy applies to all University of Canberra staff, students, contractors, affiliates and 

visitors.  

(3) This policy applies to all University campuses, facilities, and digital environments, including 
information systems, data, and physical assets owned, managed, or accessed by the 
University. 

Section 3 – Principles 

Governance and accountability 
(4) The Council, as represented by the Vice-Chancellor, is designated as the Accountable 

Authority for protective security at the University.  

(5) The Chief Security Officer (CSO) is responsible for overseeing physical and personnel 
security. The Chief Information Officer (CIO) is responsible for information and cyber 
security, which is managed by the Head of Cyber Security.  

(6) All members of the University community are expected to contribute to a positive and 
embedded security culture. 

https://www.protectivesecurity.gov.au/
https://www.protectivesecurity.gov.au/
https://www.defence.gov.au/business-industry/industry-governance/industry-regulators/defence-industry-security-program
https://www.defence.gov.au/business-industry/industry-governance/industry-regulators/defence-industry-security-program
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/university-foreign-interference-taskforce
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/university-foreign-interference-taskforce
https://www.legislation.act.gov.au/a/2014-24/
https://www.legislation.act.gov.au/a/2014-24/
https://www.legislation.gov.au/C2018A00029/latest/text
https://www.legislation.gov.au/C2024A00098/asmade/text
https://www.legislation.gov.au/C2024A00098/asmade/text


 

Page 2 of 7 

Security domains 
(7) The University’s protective security program is organised into 6 interrelated domains:  

a. Governance: Security planning, reporting, and oversight. 

b. Risk: Identification, assessment, and treatment of security risks. 

c. Information: Classification, handling, and disposal of data. 

d. Technology: Cyber security, system authorisation, and asset lifecycle management. 

e. Personnel: Pre-employment screening, access control, ongoing suitability, and 
clearance management. 

f. Physical: Facility security, access control, and emergency preparedness. 

Security planning 
(8) The University maintains a comprehensive Security Plan that is reviewed annually by the 

CSO and updated at least every 2 years.  

(9) The Security Plan: 

a. articulates the University's risk tolerance; 

b. identifies critical assets and threats; 

c. outlines security incident response procedures; and 

d. articulates the University’s level of compliance with the PSPF.  

(10) The Vice-Chancellor, representing the Council (the Accountable Authority), approves the 
Security Plan and ensures its alignment with University requirements. 

(11) The Security Plan will include assessment of and recommendations regarding the 
University’s participation in reporting and benchmarking activities undertaken by the 
Department of Home Affairs, and the ASD. 

Incident management 
(12) All major security incidents must be reported promptly to the CSO or Head of Cyber 

Security per Clause 5. 

(13) The University maintains documented procedures for the identification, investigation, 
response, and reporting of incidents. These procedures must align with the PSPF and 
include mechanisms for sharing information with relevant authorities. 

Information security 
(14) Information held by the University is classified according to its sensitivity and potential 

impact to University business, stakeholders, and national security if compromised. 

(15) All handling, storage, and transmission of information must comply with relevant legislation 
(including international legislation or standards as required), University policy, and 
stakeholder expectation. It will be aligned to the Australian Signals Directorate’s (ASD) 
Information Security Manual (ISM) or other relevant standards. 

https://www.protectivesecurity.gov.au/
https://www.protectivesecurity.gov.au/
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism
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(16) For more information, see the University’s DITM and Records Management Policy Manual 
and the Records and Information Management Policy. 

Cyber security 
(17) The University implements the ASD’s Essential Eight mitigation strategies to Maturity Level 

One. The University implements Maturity Level Two where information carries a sensitivity 
marking. 

(18) All technology systems must be authorised prior to use, with risk-based assessments 
conducted regularly. The CIO is responsible for maintaining the Cyber Security Strategy and 
reporting on its progress to the Audit & Risk Management Committee (ARMC) at every 
meeting. 

Personnel security 
(19) All relevant personnel must undergo pre-employment screening. Where required, security 

clearances must be managed in accordance with PSPF and Australian Government Security 
Vetting Agency (AGSVA) guidelines.  

(20) The University runs insider threat programs for individuals holding Baseline to Positive 
Vetting clearances, or individuals who regularly encounter sensitive information, ensuring 
ongoing suitability and risk mitigation. 

Physical security 
(21) Relevant University facilities are designed, operated and maintained in accordance with 

PSPF Security Zone requirements.  

(22) Physical security measures include access control systems, surveillance, alarm systems and 
emergency preparedness protocols. These measures must be regularly tested and updated 
to reflect changes in the threat environment. 

Third-party and foreign interference risk 
(23) All procurement and contractual arrangements must include PSPF-compliant security 

clauses.  

(24) The University must assess risks associated with Foreign Ownership, Control or Influence 
(FOCI) during procurement and contract management. Information sharing with foreign 
entities must be governed by international agreements and PSPF caveats, ensuring 
appropriate protections are in place. 

(25) The University must respond to security, wellbeing and safety risks posed by illegal 
encampments and external actors on University property. 

(26) For more information, refer to the Foreign Arrangements and Foreign Interference Policy 
and Procedure. 

https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/essential-eight
https://www.agsva.gov.au/
https://www.agsva.gov.au/
https://www.protectivesecurity.gov.au/
https://www.protectivesecurity.gov.au/
https://www.protectivesecurity.gov.au/
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Compliance and reporting 
(27) Compliance with physical, personnel, information and cyber security requirements will be 

reported to ARMC on a quarterly basis. The CSO will be responsible for the coordination of 
all reports for ARMC and Council.  

Continuous improvement 
(28) The University is committed to continuously improving its protective security maturity. This 

includes monitoring performance indicators, conducting regular audits and implementing 
targeted training and awareness programs.  

(29) Participation in industry and government benchmarking and reporting exercises will be 
incorporated into the Security Plan to identify areas for improvement. 

(30) The CSO and CIO must ensure that lessons learned from incidents and assessments are 
incorporated into future planning. 

Section 4 – Roles and responsibilities 
WHO RESPONSIBILITIES 

Audit & Risk Management 
Committee (ARMC) • Noting and discussing security matters submitted by the CIO. 

Chief Information Officer 
(CIO) 

• Overseeing information and cyber security, alongside the Head 
of Cyber Security. 

• Reporting on cyber security at each ARMC meeting. 
• Maintaining the Cyber Security Strategy. 
• Providing biannual updates to ARMC about the Cyber Security 

Strategy and uplift plan. 
• Continually improving the University’s security maturity based 

on evaluation and feedback. 

Chief Security Officer 
(CSO) 

• Overseeing physical and personnel security. 
• Receiving reports of major security incidents. 
• Continually improving the University’s security maturity based 

on evaluation and feedback. 
• Coordinating all security reports for ARMC and Council. 

Head of Cyber Security • Overseeing information and cyber security, alongside the CIO. 
• Receiving reports of major security incidents. 

Staff, Students, Affiliates, 
Contractors and Visitors 

• Contribute to a positive and embedded security culture. 
• Undertake training as required. 

University Council • The Accountable Authority for protective security. 

Vice-Chancellor • Approving the Security Plan. 
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Section 5 – Plan 
(31) This Policy will be supported by a Security Plan. 

Section 6 – Additional information 

Legislation, standards and codes 
• AS 4811: Workforce Screening 
• AS ISO/IEC 27001: Information Security, Cybersecurity and Privacy Protection — Information 

Security Management Systems — Requirements 
• AS ISO/EIC 27002: Information Security, Cybersecurity and Privacy Protection — Information 

Security Controls 
• Cyber Security Act 2024 (Cth) 
• Privacy Act 1988 (Cth) 
• Information Privacy Act 2014 (ACT) and the Territory Privacy Principles (TPPs) 
• Security of Critical Infrastructure Act 2018 (Cth) 
• Territory Records Act 2002 (ACT) 

University documents 
• DITM and Records Management Policy Manual 
• Foreign Arrangements and Foreign Interference Policy 
• Foreign Arrangements and Foreign Interference Procedure 
• Privacy Policy 
• Records and Information Management Policy 
• Risk Management Framework 
• Risk Management Plan 
• Risk Management Policy 
• Security Plan 

Website links 
• Australian Government Security Vetting Agency (AGSVA) 
• Defence Industry Security Program (DISP) (Department of Defence) 
• Essential Eight (Australian Signals Directorate) 
• Guidelines to Counter Foreign Interference in the Australian University Sector (Department 

of Education) 
• Information Security Manual (ISM) (Australian Signals Directorate) 
• Protective Security Policy Framework (PSPF) (Department of Home Affairs) 
• University Foreign Interference Taskforce (UFIT) (Department of Education) 

https://www.agsva.gov.au/
https://www.defence.gov.au/business-industry/industry-governance/industry-regulators/defence-industry-security-program
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/essential-eight
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/guidelines-counter-foreign-interference-australian-university-sector
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/ism
https://www.protectivesecurity.gov.au/
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/university-foreign-interference-taskforce
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Section 7 – Definitions 
TERM DEFINITION 

Cyber security 
Measures used to protect the confidentiality, integrity and availability 
of information technology (IT) and operational technology (OT) 
systems. (Definition from cyber.gov.au.) 

Defence Industry 
Security Program (DISP) 

A multi-level membership-based program of the Department of 
Defence that supports Australian entities to understand and meet their 
security obligations when engaging in Defence tenders, contracts and 
projects. 

Essential Eight 
The 8 cyber security mitigation strategies developed by the Australian 
Signals Directorate to protect organisations’ internet-connected 
information technology networks. 

Information security 
The protection of information from unauthorised access, use, 
disclosure, disruption, modification or destruction to provide 
confidentiality, integrity and availability. (Definition from cyber.gov.au.) 

Personnel security 

Ensuring the suitability of employees and contractors to access 
government information and assets, and meet an appropriate standard 
of security competence, integrity and honesty. (Definition adapted 
from defence.gov.au.) 

Physical security 
The protection of people, property, and physical assets from actions 
and events that could result in damage or loss. (Definition from 
defence.gov.au.) 

University Foreign 
Interference Taskforce 
(UFIT) 

A Department of Education taskforce that brings together the 
university sector and Australian Government agencies to 
collaboratively support and build an environment of trust and 
resilience, and to guide a university’s decision-making based on 
proportionate risks, so Australian universities can continue to produce 
world-class research. 

  

https://www.defence.gov.au/business-industry/industry-governance/industry-regulators/defence-industry-security-program
https://www.defence.gov.au/business-industry/industry-governance/industry-regulators/defence-industry-security-program
https://www.cyber.gov.au/resources-business-and-government/essential-cybersecurity/essential-eight/essential-eight-explained
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/university-foreign-interference-taskforce
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/university-foreign-interference-taskforce
https://www.education.gov.au/countering-foreign-interference-australian-university-sector/university-foreign-interference-taskforce


 

Page 7 of 7 

Status and details 
Status Current 

Effective Date 1 January 2026 

Review Date 1 January 2031 

Approval Authority Vice-Chancellor 

Approval Date 1 November 2025 

Custodian Chief Operating Officer 

Responsible Manager Chief Security Officer 

Enquiries Contact policy@canberra.edu.au 

 

mailto:policy@canberra.edu.au
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